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login credentials and authentication codes. In 2024, global banking Trojan attacks rose
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to 1.24 million with high infection rates reported in countries like Turkey (5.7%),
Indonesia (2.7%) and India (2.4%). The growing sophistication and regional spread of
such threats emphasize the need for efficient, real-time mobile security solutions. This
study presents a lightweight malware detection model using the Gaussian Naive Bayes
(GNB) algorithm to identify banking Trojans based on static analysis of Android Package
(APK) files. Features such as permissions, APl usage and application metadata were
extracted from a labeled dataset. The model was trained and validated using a 70:30
data split, achieving a classification accuracy of 95.83%. The GNB classifier’s
probabilistic framework and low computational overhead make it ideal for deployment
Keywords: in resource constrained mobile environments. The results highlight the potential of GNB
as a practical and scalable solution for early-stage mobile malware detection. Future
work will focus on extending the framework with dynamic analysis and ensemble
methods to address evolving malware threats.
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1. Introduction

Malware refers to harmful software designed to infiltrate and disrupt digital systems, often taking
control in ways that damage or compromise operations [1]. Mobile malware specifically targets
portable devices such as smartphones, tablets and smartwatches by exploiting weaknesses in their
operating systems and hardware [2]. Cybercriminals use a wide range of techniques like Remote
Access Tools, banking Trojans, ransomware, cryptomining malware and ad-fraud to manipulate
device behavior and exploit users. For instance, in Brazil, mobile banking accounts for 12% of all
financial transactions, making it an attractive vector for fraud and theft [3]. This risk is worsened by
poor security in many mobile banking apps, which are often vulnerable to threats such as server
impersonation, misconfigurations and weak data protection [4,5].
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The expected surge in smartphone usage, reaching up to 1.73 billion users by 2024 has made
mobile platforms a prime target for attackers, especially those exploiting Android OS flaws. Mobile
banking Trojans are among the most severe threats, disguising themselves as legitimate apps to
harvest login credentials and cause financial damage [6]. These malicious apps frequently trick users
into disclosing sensitive data or intercept authentication codes sent via SMS [7]. The sophistication
of these tactics calls for improved and proactive detection methods.

A global analysis of 693 banking applications across 83 countries revealed 2,157 vulnerabilities

that could be exploited by Trojans for unauthorized access to confidential data [4]. Considering this,
tools like DroydSeuss have been developed to monitor the behavior and spread of mobile banking
Trojans [8]. At the same time, researchers are increasingly integrating machine learning models such
as Bayesian inference, weighted Naive Bayesand other probabilistic approaches into security
frameworks to enhance mobile protection [9,10]. These advancements highlight the growing need
for flexible and lightweight detection mechanisms that perform well even in limited resource
environments. As a result, Gaussian Naive Bayes (GNB) valued for its simplicity, speed and
interpretability is gaining traction as a viable method for detecting Android banking Trojans.
The Naive Bayes algorithm, recognized for its probabilistic classification capabilities, has
demonstrated strong performance in identifying mobile banking Trojans [11,12]. Its efficiency and
low computational demand make it well-suited for mobile contexts, where resource constraints are
a common challenge.

Therefore, this research proposes the development of a detection system for mobile banking
Trojans using the Naive Bayes algorithm. The study will outline the prerequisites for applying this
technique, build a web-based detection model leveraging Naive Bayes and evaluate the system’s
performance. Ultimately, the goal is to raise public awareness about mobile malware threats,
promote safer mobile banking practices and contribute a reliable tool to the field of cybersecurity for
identifying and preventing banking Trojan infections.

2. Methodology

This study presents a mobile banking Trojan detection system using the Naive Bayes algorithm,
formulated using Bayes' theorem. The classifier computes the probability that an APK (Android
Package) file belongs to either the benign or Trojan category,
P(X|C).p(0)

P(CIX) = ===

ey

where C represents the class (Trojan or benign) and X denotes the features such as API calls or
permissions. The system follows a structured methodology, using a waterfall model guiding the
phases from preliminary study through system development and evaluation. During the design
phase, system architecture and pseudocode are developed to represent the detection mechanism.
The Gaussian Naive Bayes variant is used to handle continuous features, such as APK file sizes and
usage statistics, applying the following likelihood formula for each feature Xi.
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The system development includes the design and implementation of this detection model and
the evaluation phase measures the accuracy and performance of the Naive Bayes algorithm. The data
collection phase plays a vital role in the study by gathering relevant and sufficient information to train
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and test the Naive Bayes classifier. The data was obtained from the Good Banker APl Dataset, which
contains 4060 items covering various aspects such as banking Trojans and benign applications. The
dataset was split into 70% training data and 30% testing data, based on empirical research [5]. The
Naive Bayes classifier was trained on these datasets, using Laplace smoothing to account for unseen
features,

N (X;,0)+ a "
P(X;|C) = NOr Xl 3)
where N(Xi,C) is the count of feature Xi in class C and a is a smoothing parameter to avoid zero
probabilities. The design phase includes system architecture and the definition of the detection
model using the Naive Bayes algorithm.

The system allows users to upload APK files for classification with results displayed based on
whether the file is classified as a Trojan or benign. The architecture outlines the core components of
the detection system, from pre-processing to classification, leveraging the Naive Bayes model for
prediction. The system's evaluation involved calculating metrics such as accuracy, precision, recall
and the F1 score to assess classifier performance. Accuracy measures the ratio of correctly classified
samples to the total number of samples. Similarly, recall (sensitivity) and the F1 score (harmonic
mean of precision and recall) were computed.

3. Results and Findings

This research focuses on building a detection system for mobile banking Trojans utilizing the
Gaussian Naive Bayes (GNB) algorithm. The system's development is structured into three main
phases: data preprocessing, model implementation, and real-time detection. During the data
preprocessing phase, raw datasets are processed using Microsoft Excel, where tasks such as data
cleaning, feature vector construction, and synthetic minority oversampling (SMOTE) are conducted
to address class imbalance. In the second phase, the GNB model is implemented and optimized using
GridSearchCV to fine-tune hyperparameters, resulting in high classification accuracy. The final phase
involves deploying the model to perform real-time detection of banking Trojans in mobile
environments.

The system’s conceptual framework, which integrates the three phases—preprocessing, model
training, and classification. It highlights the incorporation of dimensionality reduction and noise
elimination strategies to improve both performance and resilience. By streamlining features and
reducing irrelevant data, the system is designed to operate efficiently under resource constrained
conditions while maintaining reliable detection capabilities.

The results obtained in this study suggest that Gaussian Naive Bayes is highly efficient in
classifying trojans and benign files in real-time. The system's accuracy was systematically tested,
showing high performance in distinguishing between different APK file classifications. The outcomes
related to data preprocessing, algorithm implementation, and user interface development are
discussed. The dataset preprocessing involves several key steps, including data extraction, cleaning,
feature extraction, and oversampling. These steps ensure the data is ready for Gaussian Naive Bayes
classification. The successful implementation of the Gaussian Naive Bayes algorithm highlights the
importance of preprocessing steps in achieving high model accuracy. The model was fine-tuned using
GridSearchCV and then tested with different thresholds to ensure optimal performance. Table 1
provides a detailed comparison of accuracy for different threshold values and training/testing splits.
Table 1 indicates that the highest accuracy 95.83% was achieved using a 70% training and 30% testing
data split with a threshold of 1=0.9. These results demonstrate the model's effectiveness in classifying
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trojans with high precision, recall, and F1-score, indicating its readiness for real-world deployment.
In addition to the machine learning aspect, fine-tuning the thresholding mechanism could further
refine classification decisions. Before, the threshold t=0.6 is used to determine if an APK is classified
as a Trojan. By adjusting this threshold based on the desired trade-off between false positives and
false negatives, the system could be optimized for specific applications. For example, in a high-
security environment, lowering the threshold could prioritize detecting all possible threats, while
accepting a slightly higher false positive rate. Conversely, in environments where benign apps are
more frequent, raising the threshold would reduce false positives but may allow some Trojans to go
undetected.

Table 1

Model accuracy comparison across threshold values

No | Training | Testing | Threshold Accuracy % Highest
® = ' Accuracy
0.3 92.86
1 |60% 40% 0.6 92.86 92.86%
09 92.86
03 95.24
2 | 70% 30% 0.6 95.24 95.83%
09 95.83
03 95.54
3 180% 20% 0.6 95.54 95.54%
09 95.54

The Gaussian Naive Bayes model evaluation is crucial to determine its effectiveness in mobile
banking trojan detection. The accuracy, precision, recall and F1-score metrics were computed for
different dataset splits and threshold values. Table 2 provides detailed calculations of these metrics
demonstrating the model’s high performance.

Table 2
Calculation of confusion matrix metrics (accuracy, precision, recall, and F1-Score)

Calculation Answer | Percentage

(TP+IN) / (TP+TN+FP+FN)

9583 | 95.83%
(84+77)/(84+77+3 +4) 09383 83%

Accuracy

TP/ (TP +FP)

55 | 96.55%
84/(84+3) 0.9655 | 96.55%

Precision

TP/ (TP + FN)

Recall 84/ (84+4)

0.9545 95.45%

2*(Accuracy * Recall) / (Accuracy +
Recall)
2%(0.9583 *0.9545) / (0.9583 +
0.9545)

F1-Score 0.9564 95.64%
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These results highlight the model’s strong ability to correctly classify trojan APK files with an overall
accuracy of 95.83%. This illustrates the classification report and confusion matrix further confirming
the model's robustness.

4. Conclusion

This study demonstrates that Gaussian Naive Bayes (GNB) provides a compelling approach to
addressing this threat. Its lightweight nature, efficiency on constrained devices and effectiveness in
classifying continuous data make it particularly suitable for real-time Trojan detection in mobile
environments. The system developed in this study, powered by GNB, delivered impressive results,
achieving up to 95.83% accuracy, along with strong precision and recall scores. Leveraging a carefully
prepared dataset and advanced preprocessing techniques, the model proved to be both efficient and
practical for deployment. The inclusion of a tunable threshold further enhances its adaptability to
varying risk tolerance levels in real-world applications. However, due to the ever-changing tactics of
malware developers, future enhancements should explore hybrid or ensemble-based models,
integrate more dynamic behavioral indicators and continuously update the training data. These steps
are crucial for ensuring the system remains resilient and effective against evolving mobile threats.
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